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(2) Review the security practices and 
training of any individual or organiza-
tion granted access under these regula-
tions; and 

(3) Monitor an individual’s or organi-
zation’s access activities. By applying 
for, and exercising, the access privi-
leges under §§ 1.600 through 1.603, the 
applicant expressly consents to VBA 
monitoring the access activities of the 
applicant at any time. 

[59 FR 47084, Sept. 14, 1994. Redesignated and 
amended at 73 FR 29870, 29879, May 22, 2008] 

§ 1.603 Disqualification. 

(a) The Regional Office Director or 
the Regional Office Director’s designee 
may revoke an individual’s or an orga-
nization’s access privileges to a par-
ticular claimant’s records because the 
individual or organization no longer 
represents the claimant, and, there-
fore, the beneficiary’s consent is no 
longer in effect. The individual or orga-
nization is no longer entitled to access 
as a matter of law under the Privacy 
Act, 5 U.S.C. 552a, and 38 U.S.C. 5701 
and 7332. Under these circumstances, 
the individual or organization is not 
entitled to any hearing or to present 
any evidence in opposition to the rev-
ocation. 

(b) The Regional Office Director or 
the Regional Office Director’s designee 
may revoke an individual’s or an orga-
nization’s access privileges either to an 
individual claimant’s records or to all 
claimants’ records in the VBA auto-
mated claims benefits systems if the 
individual or organization: 

(1) Violates any of the provisions of 
§§ 1.600 through 1.603; 

(2) Accesses or attempts to access 
data for a purpose other than represen-
tation of an individual veteran; 

(3) Accesses or attempts to access 
data other than the data specified in 
these regulations; 

(4) Accesses or attempts to access 
data on a VA beneficiary who is not 
represented either by the individual 
who obtains access or by the organiza-
tion employing the individual who ob-
tains access; 

(5) Utilizes unapproved computer 
hardware or software to obtain or at-
tempt to obtain access to VBA com-
puter systems; 

(6) Modifies or attempts to modify 
data in the VBA computer systems. 

(c) If VBA is considering revoking an 
individual’s access under § 1.603(b), and 
that individual works for an organiza-
tion, the Regional Office of jurisdiction 
will notify the organization of the 
pendency of the action. 

(d) After an individual’s access privi-
leges are revoked, if the conduct which 
resulted in revocation was such that it 
merits reporting to an appropriate gov-
ernmental licensing organization such 
as a State bar, the VBA Regional Office 
of jurisdiction will immediately inform 
the licensing organization in writing of 
the fact that the individual’s access 
privileges were revoked and the rea-
sons why. 

(e) The VBA Regional Office of juris-
diction may temporarily suspend ac-
cess privileges prior to any determina-
tion on the merits of the proposed rev-
ocation where the Regional Office Di-
rector or the Director’s designee deter-
mines that such immediate suspension 
is necessary in order to protect the in-
tegrity of the system or confidentiality 
of the data in the system from a rea-
sonably foreseeable compromise. How-
ever, in such case, the Regional Office 
shall offer the individual or organiza-
tion an opportunity to respond to the 
charges immediately after the tem-
porary suspension. 

[59 FR 47084, Sept. 14, 1994. Redesignated and 
amended at 73 FR 29870, 29879, May 22, 2008] 

INVENTIONS BY EMPLOYEES OF 
DEPARTMENT OF VETERANS AFFAIRS 

AUTHORITY: Sections 1.650 to 1.666 issued 
under sect. 1, 66 Stat. 811, 72 Stat. 1114; 35 
U.S.C. 266; 15 U.S.C. 3710a; 38 U.S.C. 501; E.O. 
10096, E.O. 10930, 15 FR 389; 3 CFR 1949–1953 
Comp. 

§ 1.650 Purpose. 

The purpose of these regulations is to 
prescribe the procedure to be followed 
in determining and protecting the re-
spective rights of the United States 
Government and of Department of Vet-
erans Affairs employees who make in-
ventions. 

[21 FR 10377, Dec. 28, 1956, as amended at 61 
FR 29658, June 12, 1996] 
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